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Bera BC / PykoBOACTBO MO 3KcAayaTaLmm

3aronoBokK basoBas ctaHums Bera bC
Tun LOKYMEeHTa PykoBoACTBO

Kon OOKyMeHTa B02-6C-01

Homep v naTta nocnegHemn pesmsnm 16 o1 29.04.2019

DTOT AOKYMEHT NMPUMEHWNM K CNeayoWwym yCTPOMCTBAM:

ba3zoBblie cTaHLMM

NcTopus pesmsnm

Bera BC-1
Bera BC-2
Bera bC-1.2
Bera bC-2.2

01 27.04.2017 KEB [aTa co3pgaHms JOKYMeHTa

02 15.05.2017  TIKIMT  Menkue npaBkmn

03 18.05.2017 KEB  O6uwee pykoBoacTtso Ha bC-1 1 bC-2

04 13.06.2017 KEB I3MeHeHns B KOMMIEKTE MOCTAaBKM

05 14.06.2017 KEB  [Jopa6oTaH pasgen «Hactpomkm», dopmat A5

06 14.08.2017 KEB Jlo6aBneHbl pEKOMEHAALMN MO YCTAHOBKE aHTEHHbI

07 16.08.2017 KEB MepepaboTaH pasgen «PaboTta C yCTPONCTBOM»

08 28.08.2017 KEB Hebonblne nameHeHus B « Hactpomke ctatnyeckoro [P»
09 27.09.2017 KEB  [Jo6asneH pa3gen «ycraHoBka SIM-kapTbl B 5C-2»

10 02.11.2017 KEB [Jo6aeneHbl pa3genbl: «Hactpowka bC-2 ang paboTbl No

3G», «PekomeHdaunm», HoBbIW popmat
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Job6asneHo onucanne Bera bC-1.2 n Bera 6C-2.2,

11 29.06.2018 KEB  m3meHeHMs B KOMMNEKTE NOCTaBKK, TEMMEPATYPHbIN
ANana3oH N3MEHUCS

12 23.08.2018 KEB Menkune npaBku

13 18.09.2018 KEB Menkne npasBku

14 24.10.2018 KEB JononHeHwne npo Tun Ethernet

13MeHeHus B pa3aene «HacTpomka cTaTnuyeckoro |P»,
[OMNOJSIHEeHUS K pa3geny «Havano paboTbi»

15 20.11.2018 KEB

Pabouee nonoxeHune nepekntovaTenem N3MeHeHo (puc.

16 29.04.2019 KEB 3.3)
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Bera bC / PykoBOACTBO MO 3KCMayaTaumm :@ BEEE

HacToswee pykoBOACTBO pacnpocTpaHaeTcs Ha 6a3oBble cTaHuum Bera BC-1, Bera
bC-2, Bera bC-1.2 n Bera bC-2.2 (nanee — 6a3oBas ctaHuwms) npomnssoactea OOO «Bera-
AbcontoT» n onpeaenseT NOPsSAOK YCTaHOBKM M MOAKOYEHMUS, @ TaKXKE COAEPXKUT KOMaHAb
yrnpaBieHus n onncaHme GpyHKUMOHana.

PykoBOACTBO NpeaHasHa4vyeHo Ans CMeLnaamcToB, O3HAKOMIEHHbIX C MPaBuaIaMmn
BbIMOJIHEHMS MOHTAXHbIX PabOT B 06/1aCTN PA3IMYHOIO SNEKTPOHHOIO U SNEKTPUYECKOTO
060pyaOBaHMA.

Ona o6ecneyeHns nNpaBWIbHOIO (YHKLMOHUPOBAHUA YCTaHOBKa U
HacTpomMKa 6a3oBom CTaHUuuu BOJKHbI OCYLEeCTBAATbCSA
KBannduumpoBaHHbIMU CreumanncTamm
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@ Beaa Bera 5C / PykoBoAcTBO MO aKkchayaTaumm

basoBasi ctaHums Bera bC npegHasHaveHa ons pa3BopaydnBanms cetn LoRaWAN Ha
4YacToOTax AMana3oHa 863-870 My,

basoBas cTaHUMA paboTaeT Ha onepaumMoHHOM cncTeme Linux n nmeetr

npepyctaHoBneHHoe MO Packet forwarder.
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P65 P67

[MnTaHre 6a30BOM CTaHUMM N COObLLEHNE C CEPBEPOM OCYLLECTBASETCS Yepe3 KaHa
Ethernet.

HacTpowka ocyliecTnseTcs Yyepes kaHan Ethernet no npotokony SSH ¢ nomoLbo
TOOOM TEPMUHANBHOM NpOorpammel (Hanpumep, PuTTY).

basosble cTaHuMK Bera bC-2 n Bera bC-2.2 nmetoT gononHutensHo 3G-moayib,
KOTOPbIK obecneymBaeT AONONHUTENbHbIN KaHan cBa3u 1 GPS/TJTOHACC-moaynb ans
onpeaeneHns MeCTONOIOXeHNs 6a30BOM CTaHLMM U CUHXPOHM3aLMM BCTPOEHHbIX YaCOB MO
CUTHaNaM HaBUraLMOHHBIX CMYTHNKOB.
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Bera bC / PykoBOACTBO MO 3KCMayaTaumm

bC-1 bC-1.2 BC-2 bC-2.2
OCHOBHbIe
GPS npnémHumk HeT na
3G mogem HeT na

KaHan cBd3n ¢ cepBepom

Ethernet 10/100 Base-T

Ethernet 10/100 Base-T, GSM 3G

OnepaunoHHas cnctema Linux
USB-nopT [a
duana3oH pabounx _40. 470 °C
TemnepaTyp

LoRaWAN
KonunyecTtBo KaHanoB 8
LoRa
YacTOTHbIN AMana3oH 863-870 Ml'y,
MowHOCTb NepegaTymka 0o 500 mBT

AHTEHHbIV pa3bém SMA N-Type female SMA N-Type female
,ﬂaanocnz paﬂmocvamm B 10 5 KM
rOpPOACKOM 3aCTpOMKe
,ﬂaanoch PaanoOCBA3N B 10 15 kM
Ce/IbCKON MECTHOCTU
MutaHune
MNoTpebnsemas 3BT 487
MOLLHOCTb
[NMuTaHne Passive POE 4,5(+) 7,8(-) 15 Bt
Kopnyc
Pa3smepsbl Koprnyca 165x110x40  190x183x75 165 x 110 x 40 190 x 183 x 75
CTeneHb 3aunTel IP65 IP67 IP65 P67
Kopnyca
KpenneHwe Ha 6anku/mMayTbl
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Ha nnaTte 6a30BOM CTaHUMW pa3MeLLeHbl CPeACTBa YMPaBAeHUs N MHOMKALMK, @ TakxXe
BXOZHbIE U BbIXOAHbIE MHTepdencChbl. [loapobHas MHGOpPMaLKMs B STOM pasgene.

ol el

Puc. 3.1. PacnonoxeHune cpeacTs ynpaBneHnsa N MHANKALMK, @ TaKXe BXOOHbIX U
BbIXOAHbIX UHTEP(ENCOB.

1 — mini USB nopT Angd NOAKIOHYEHUS K KOMMbIOTEPY

2 — USB xocT ang noaknto4eHmns BHELHUX YCTPOWCTB

3 — /Peseps/

4 — KHoMKa nepesarpy3km 6a3oBOM CTaHLMM

5 — CepsucHble DIP-nepekntovatenm

6 — pynna MHANKaTOPOB PYHKLUMOHMPOBAHMS PA3NNYHbBIX CUCTEM
7 — pa3bém ans micro SD-kapTbl

8 — pa3bém ana Ethernet-kabens

O — AOMNONHUTENbHbIN PAa3bEM AN NUTaHUS (onumsa)
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Bera bC / PykoBOACTBO MO 3KCMayaTaumm (’3\ BEEE

OMNMNCAHNE KOHTAKTOB

Puc. 3.2. PacnonoxeHne KOHTaKTOB B Pa3beEMax.

ba3oBas CTaHUMA NOAKNOYAETCS K CETU MHTEPHET 8-)XM/bHbIM CETEBLIM Kabenem (B1Tas
napa), Yyepes pas3beém Ha nnate (puc. 3.1 (8)). Kabenb MoOXeT 6bITb O6XaT NO CTaHAapTam T568A
n T568B. KoHTakTbl HyMepytoTCsi € 1-ro no 8- cnpaBa HaneBo.

LIBeTa yka3aHbl gns kabens T568B:

Homep KoHTakTa LseT Has3HauyeHune
1 OpaH>xeBO-6€enbIi Cwrnan TD+
2 OpaHxeBbin CwurHan TD-
3 3eneHo-6enbin CurHan RD+
4 CuHmnn [NMnTaHme
5 CuHe-6enbin MnTaHne
6 3eneHbin Curnan RD-
V KopunyHeBO-6enbi 3emna
8 KopuyHeBbin 3emns
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@ Beaa Bera 5C / PykoBoAcTBO MO aKkchayaTaumm

Ha nnate nmeeTcs 4ONONHUTENbBHbIN Pa3béM Ang nutaHus (puc. 3.1 (9)). NMoaknoyaTbcs K
HEMY MOXHO TOJMIbKO MPU OTKMNIOYEHUN KOHTAKTOB MUTAHWNS B CETEBOM Kabene, 3TO KOHTaKTbl 4,
5wn7, 8. lonycTumMmoe HanpshkeHue nutaHus 12-48 B, MuHMManbHas mowHocTs 20 BT.

BXOAHbBIE N BbIXOAHbIE UHTEP®EWNCHI

basoBas cTaHumst MMmeeT mini USB nopT ons nookitoveHnst K KOMNbioTePY M paboTbl MO
npoTtokony SSH (puc. 3.1 (1)), a Takxke xocT USB ans noakntoyeHms BHeWHMX ycTponcTts no USB
kabeno (puc. 3.1 (2)). Kpome Toro, Ha nnate pacnonoxeHo rHe3no ans SD HakonuTens (puc. 3.1

(7).

Takxxe 6a30Basi CTaHUMS MMeET Pa3beM Ans MNOAKNOYEHMS aHTeHHbl LoRa: SMA-pasbem
60 N-KOHHeKTOp. Pa3béM HaxoaMTCS Ha KOpryce 6a30BOW CTaHLUMK:

[ns KayeCTBEHHOrO NpMemMa CUrHana BaXXHO NpaBUbHO PAa3MeCTUTb aHTEHHY 6a30BOWM
CTaHUMW. PekomeHaaumm no yCTaHOBKE aHTEHHbI CM. B [1pUIOXEHWN.
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YCTAHOBKA SIM-KAPTbI B BC-2 N BC-2.2

basosble cTaHuum Bera BC-2 n Bera bC-2.2 nmeloT B cBOém cocTtaBe moaynb GSM,
KOTOPbI YCTaHOB/IEH Ha OCHOBHYO MAaTy.

bC-2

antenova® J..s

F3
8

ue®

Bl i 5C-2.2

MOD_ahsh

PeBun3ms N2 16 ot 29.04.2019 11



r"('? Beaa Bera 5C / PykoBoAcTBO MO aKkchayaTaumm

He3n0 ang SIM-KapTbl PAaCNOIOXEHO C O6PATHOM CTOPOHbI MOAYNS. YTO6bI yCTaHOBUTb
SIM-kapTy, HEOH6XOAMMO OTCOEeAMHUTL MOoAYb GSM OT OCHOBHOWM NAaThl U MEPEBEPHYTL €r0.

SIM-kapTbl dopmaTta micro-SIM BcTaBasieTCcs B rHe3no, nocne 4vero moayib GSM
YCTaHaBNMBAETCH Ha NpeXHee MecTo.
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CPEAOCTBA YMPABNEHWNA — KHOMKW U MEPEKJTKOYATENTA

Ha nnate 6a30BOM CTaHUMK pPacronoXeHbl ABe KHomkyu. OgHa M3 KHOMOK
3ape3epBMpOBaHa a5 AanbHenwmx pas3padoTok (puc. 3.1 (3)). 1o HaxaTuo Ha APYrytO KHOMKY
NPOUCXOAUT MITHOBEHHAs Nepe3arpyska 6a3oBon ctaHuum (puc. 3.1 (4)).

Kpome TOro, Ha nnate pacnonoxeHbl nepeknodatenn (puc. 3.1 (5)), koTopbie
npeaHa3HayveHbl A5 Bblbopa cnocoba 3arpy3ky ob6pasa MPOLUMBKKW: C BHYTPEHHEN NaMsTH, C
SD-kapTbl nnn vyepes mini USB ¢ KomnbloTepa 1 MCMNOJb3YKOTCS TOMbKO B YC/IOBUAX CepBUCa. B
paboyeM pexmme NonoXKeHUe nepeknoyaTener JOMKHO 6blTb TaKUM, KaK Ha pPUCYyHKe 3.3 —
BKJIKOYEHbI TObKO nepekmovaTenm 3, 4 u 6.

Puc. 3.3. Pabo4yee NONOXeHME nepektoyaTenen.
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WHOWKALWNA

Bera BC / PykoBOACTBO MO 3KcAayaTaLmm

Ha nnate pacnofiioxeHbl HECKONbKO CBETOANOAHBIX MHANMKATOPOB (puc. 3.1 (6)), curHansbl
KOTOPbIX OMNMCaHbl B Tabnnue Hmke. OHUM OTOOPaXKAOT GYHKLUMOHUPOBAHME TOW UAU UHOM

CUCTEMDI. MUTaHMe

(BKIIIOYEHO/BBIKNIOYEHO), BMAMMOCTb cnyTHUMKOB GPS, GSM-mopem

(BKNItOYEH/BBIKNIOYEH), GYHKUMOHMPOBaHME MporpaMmbl 06paboTkh curHanoB LoRa (Packet
forwarder 3anyuwieH/He 3anyLleH), Hannume akTMBHOCTK No Ethernet, o6meH gaHHbBIMKW MO MinNi

USB noprTy.
NHankaTop LiseT 3HayeHune
Rx 3enéHbin
. BcribixyiBaeT — 06MeH faHHbiMK no nopTy USB_DBG
Tx KpacHbin
Link 3enénbin BcribixyBaeT — akTUBHOCTbL Mo Ethernet
He roput — HeT aaHHbIX oT GPS-npmnémMHuka
y BcribixviBaeT — €CTb AaHHbIE, HO OHU He Ba/IMAHbIE N HE
GPSt CUHUM A A
MOryT ncnosb3oBaTbes Packet forwarder
[OpUT — MECTOMONOXEHME OnpeaeneHo
. . Foput — npunoxeHue Packet forwarder 3anyLieHo
LoRa YKENTbIN P P yu
He roput — npnnoxeHne Packet forwarder ocTaHOBNEHO
.. [oput — GSM-MoaeM BKOYEH
GSM 3enénbin P A .
He roput — GSM-Mopem OTKMIOYEH
y [opuT — NnTaHMe 63a30BOM CTaHUMN MNOAKIIIOYEHO
PWR KpacHbin P H A

He roput — nuTaHne 6a30BOW CTaHUMM OTCYTCTBYET

! MHankaTtop GPS oTo6paxaeT dyHKUNMOHUPOBaHMe cnucTtembl GPS Tonbko npwm 3anyuieHHoM Packet forwarder (roput

mHamkaTop LoRa).

14
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MNOAKNIOYEHUE BA30OBOW CTAHLUWMMN K KOMMbIOTEPY — HAYAJTO PABOTHI

HacTporka 6a30BOM CTaHLUMW OCYLLECTBASETCSH NPU NOAK/IOYEHUU K KOMMbIOTEPY C
MOMOLLbBIO TEPMUHANBHOW MPOrpaMmbl. Moakato4YeHne BO3MOXHO, Hanpumep, C MOMOLLbIO
CBOBOAHO pacnpocTpaHsiemom nporpammbl PUTTY. ECTb ABa cnocob6a NoaKIto4YeHns K 6a30BOM
CTaHUMKM — NO NocnefoBaTebHOMY NOpPTYy MM no SSH.

1. TlopkntoyeHre No NnocnefoBaTebHOMY NOPTY

Mpwn NOAKNIOYEHUN MO NOCNEeAOBaTENbHOMY MOPTY HEOHXOAMMO COEeAMHUTL 6a30BYIO
CTaHUMIO C NepCOHaNbHbIM KOMMbIOTEPOM Kabenem ¢ pasbeMoM Mini-USB. Ha nnaTte Hy>XHbIN
nopT o603Ha4veH kak USB_DBG (puc. 3.1(1)). Janee Heo6x0aMMO OCYLLECTBUTb MOAKIOYEHME K
BupTyasbHoOMy COM-nopTy, Oas 3TOroO HYXHO YCTaHOBUTL Apameep anga MCP2200. Torna B
ancnetyepe yctponcTs noseatcs «Moptbl (COM u LPT)».

B cnucke noptos Heobxoammo Hantu USB Serial Port n nocmoTtpeTs ero Homep.
>4y JEYKOEBIE, EWIED W WTPOERIE YCTPOWCTES

- «ZZ Knaewatypel

. M KomneroTep

. - g Kontponnepel USE

. " MoHuTopk

. }E!, MEILLW 1 WHBIE YKA3EIBAHILUWE YCTPOACTEE

- E MepeHocHble yeTpoicTea
4 7% Noprel (COM n LPT)
' ----- X ? STMicroelectronics Virtual COM Port (COMS)

L <" USB Serial Port (COM3)

m

P21 USE Serial Port (COM33
------ ¥ USB Serial Port (COM4D)

|

L ? MocnegoeatensHeld nopt (COML)
>-D [Npoueccopkl

PeBun3ms N2 16 ot 29.04.2019 15



r"('? Beaa Bera 5C / PykoBoAcTBO MO aKkchayaTaumm

[Mocne 3TOro OTKPbITb Nporpammy PUuTTY, BbibpaTb cnocob noaknatodeHus Serial, u
BBECTM HOMep BupTyanbHoro COM-nopTa 6a30BOM CTaHUMM M cKkopocTb (115200) B
COOTBETCTBYIOLLME NONS.

ﬁ PuTTY Configuration @
Category:
[=l- Session | Basic options for your PuT T session |
I:I TE"" E_Eglging Specify the destination you wart to connect to
Fmin= Seral line Speed
- Keyboard
. Bell COomM33 115200
- Features Connection type:
= Window (T Raw () Telnet () Rlogin @) 55H | @ Seral
ﬂppea@nce Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
- Colours .
Default Settings
=+ Connection cubie Losg
- Proogy
- Rlogin
- 55H
- Sendl Close window on exit:
(I Mways () Mever @ Only on clean exit
About Cpen ] [ Cancel

Mocne yero HaxaTb Open.
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Bera bC / PykoBOACTBO MO 3KCMayaTaumm (.-3\ BEEE

2. MNopknoyenme no SSH

Mpwn noakntoyeHnn no SSH B gnanorosom okHe PUTTY Heo6xoaMMo Bbi6paTb CMOCO6
noakntoveHms SSH n Beectn IP-agpec ycTtponcTtBa 1 nopT 22. 1o yMON4aHuto yCTPONCTBO
nony4aeT |IP-agpec no DHCP npwu nogkntoyeHnn no Ethernet.

@ PuTTY Configuration

| 22 |
Categorny:
=) Session Basic options for your PUTTY session
& Ter I_.cuglging Specify the destination you wart to connect to
Tmlilfgfrbnard Host Mame (or [P address) Port
- Bell 152.168.0.127 77
- Features Connection type:
= Window [TV Raw () Telnet ") Rlogin §@ SSH | () Seral
ggﬁ:j::;:e Load, save or delete a stored session
- Translation Saved Sessions
- Selection
- Colours .
Default Settings
= Connection cubie kg
- Proxy
- Rlagin
[+-55H
- Senal Close window on ext:
() Mways () MNever @ Only on clean exit
About [ Cpen ] [ Cancel

Mocne yero HaxaTb Open.

lMocne noakntoveHns K 6a3oBOM CTaHUMM CNOCO60M 1 nam 2 NOSBUTCA OKHO TepMUHaNa
PUuTTY, roe HY>XHO BBECTU JIOTWUH W Naponb. [10 yMOAYaHMIO ANS MOAKIOYEHUS K 6a30BOWM
CTaHUMWM MCNONb3yeTcs NOormH root v naponb temppwd (Npy BBOAE NApPONs CUMBOJIbI
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A B C O N K0T

oTo6paxkaTbCs He 6yayT). [pyn NepBOM MOAKIOYEHUN PEKOMEHAYETCS U3MEHUTb MapOib ANS
MHAVBMAOYANbHOrO AOCTYMA.

COM33 - PuTTY o [= =

Tenepb MOXXHO MPOU3BOAUTb HACTPOMKM.

[Mporpamma Packet forwarder 3anyckaeTca aBTOMaTUYECKM NPU CTapTe CUCTEMbI.
[Mepen TeM, Kak HaCTpamBaTb 63a30BYIO CTAHLMIO HY>KHO 3aBepLLMTb NpoLuecc Packet
forwarder, HabpaB KOMaHAy:

/etc/init.d/lora_watchdog stop

s ™y

COMMD - PuTTY = || @ | =
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Bera bC / PykoBOACTBO MO 3KCMayaTaumm : BEEE

A B C O N K T

®dalnbl HaCTpoek HaxoaaTca B anpekTopunn LoRa/packet_forwarder/lora_pkt_fwd n
MOTYT COAEPXKATb HACTPOWMKM YaCTOTHOro naaHa, ID 6a3oBow cTaHumK, IP-agpec n nopTbl
cepBepa:

global_conf.json — ¢dann rnobanbHbIX HACTPOEK;

local_conf.json — ¢ann okanbHbIX HACTPOEK.

[ ]
U HacTtponku B panne local_conf.json nmeroT npuoputeT Haa global_conf.json

Ons UsMeHeHns HaCTPOeK HeOH6XOAMMO B TEPMUMHANE HABPATb KOMaHAY, COAEPKALLYO
HY>XXHbI Pari HaCTPOEK, HaNnpuMep:

EP COM33 - PuTTY = |[@ ] =

Mocne coBepLUeHNs BCEX M3MEHEHUIN HEOBXOAMMO BBECTM KOMaHIY:
/etc/init.d/lora_watchdog start

- 1

£ COMMD - PuTTY = || @ | ==

Mocne vero npouecc Packet forwarder 6yaeT 3anyLieH ¢ HOBbIMY HACTPOMKaMMU.
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BEa2a

)]
) A B C O N K0T

Ona nopknoyeHMs 6a3oBOM CTaHUMM K cepBepy Heob6xoaumo

ucnonb3oBatb UDP-nopTt, nponucaHHbii B KOHUrypaumoHHOM daune
cepBepa. Ha 6a3oBoii CTaHUMM HAacTPOWMKa NOPTOB HaxoAauTcs B ¢panne

global_conf.json

B danne global_conf.json HacTponkmn UDP-nopTa HaxoasaTcs B pasgene
gateway_conf, napameTpsbl server_port_up v server_port_down.

.

>

B oG )

YT COM204 - Tera Term VT
File Edit Setup Contrel Window Help
GHU nano 2.2.6 File: global conf. json

"dig_gain": O
3
iy
"gatenay_conf": {
"gatenay_ID": "O0ODESEB113AOD3B",
/* change nith default server address/ports, or overurite in
n ¥
rver_address": "192.168.0.233",
w_port_up": 23301,
rv_port_doun': 23301,
/* adjust the follouing paraneters for your netuork */
"keepalive_interval": 10,
"stat_interval": 30,
"push_t ineout_ns": 100,
"autoquit_threshold": 10,
/* foruard only walid packets */
"foruard_crc_valid": true,
"foruard_crc_error's false,
"fornard_crc_disabled": false
B3 Read File B Prev Page WH Cut Text MR Cur Pos
Bl Hhere Is WY Hext Page Wl UnCut Text

[ns KOPPEKTHOWM CBA3WN C CEPBEPOM CnenyeT ybeanTbCs, YTO 3Tu napameTpbl UDP-
NopTa COOTBETCTBYIOT NPOMMUCAHHbIM B KOHOUTYpaLMOHHOM daine cepBepa (NoapobHee CM.

«PykosoacTtso ang IOT Vega Server»).
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&)
-
m
1]
1]

YT106bI 3aMeHNTb pann KOHOUTrypaumm (Hanpumep, 4as CMeHbl YaCTOTHOIrO M1aHa)
cnenymTe MHCTPYKLUMN HUXKE:

1.

MepenTtn B kaTanor Packet forwarder'a komaHgom:

cd LoRa/packet_forwarder/lora_pkt_fwd/

CkavaTb damn C Hy>XXHbIMM HacTporKamun. Hanpumep, ¢dann ¢ canTta iotvega.com c
RU yacTOTHbIM NNnaHOM (MpyMep KOMaHAbl UMEHHO 454 3TOoro gamnna):

waget http://iotvega.com/content/ru/bs/bs01/RU868_global_conf.json

OTkpbITb CTapbin damn global_conf.json komaHaom:

nano LoRa/packet_forwarder/lora_pkt_fwd/global_conf.json

1 CKONMPOBaTb NapamMeTpbl gateway_ID, agpec cepsepa v NOpT, NOCNEe Yero
3aKpbITb dan.

Ypnanute cTapbivt dpann global_conf.json komaHaow:

rm global_conf.json

CpenaTtb KOnuto ckavYaHHOro darna (B Hawem npumepe ato RUB68_global_conf.
json) ¢ HOBbIM MMeHeM global_conf.json kKomaHaoW:

cp RU8B68_global_conf.json global_conf.json

OTkpbITb Pann global_conf.json komaHAoM:

nano LoRa/packet_forwarder/lora_pkt_fwd/global_conf.json

M yKa3aTb COXpPaHeHHbIe B MyHKTe 3 napameTpbl gateway_ID, agpec cepBepa v Nopr,
NOC/e Yero COXPaHUTb U 3aKpbITb han.

Mepe3anycTnTb 6a30BYIO CTAHLMIO KOMaHAOM: reboot
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OBHOBJIEHWE NMPOTPAMMbI PACKET FORWARDER 4O BEPCUU 4.0.1

Ny

22

O6HoBneHne Packet forwarder ocyuiecTBageTcs Npyv NOAKMOYEHUM K KOMMbOTEPY C
NOMOLLbIO TEPMUHANBHOWM MPOrpaMMbl CeayOLWMM OOPA3OM:

1.

©®N O

Mocne noaknto4YeHns K 6a3OBON CTaHUMKM B OKHe TepMMHana PuTTY Hy)KHO BBeCTM
NOTVH U Naponb.

Beectn komanpy /etc/init.d/lora_watchdog stop - komaHaa Ha BbIKIOYEHME
BHYTPEHHEro Tammepa.

MepenTn B KOPHEBOW KaTanor C NOMOLLbIO KOMaHAabl cd ~/

Mepen o6HoBneHnem packet_forwarder coxpaHuTe HacTPOWKM U3 PannoB
local_conf.json " global_conf.json, pPacnoNOXeHHbIX B
~/LoRa/packet_forwarder/lora_pkt_fwd/ Ansi nocneayroLero
BOCCTaHOBNEHUSA HACTPOEK NOcsie O6HOBNEHUS

Ypnanute ¢dannbl npeablaylien Bepcum nporpammel Packet forwarder nytém
nocnefoBaTeNlbHOroO BBEAEHUS KOMaHA!

rm -r LoRa

rm LoRa.tar.gz

CkavaTtb dannbl HoBoM Bepcum Packet forwarder, BBeas B KOMaHOHYKO CTPOKY:
wget ftp://89.189.183.233:14104/3.12.10-ti2013.12.01/LoRa_v4.0.1.tar.gz
PacnakoBaTb ckayaHHble dannbl komanaow tar xf LoRa_v4.0.1.tar.gz -C ~/
MepeMecTuTb cKayaHHble dainbl B pabounii katanor mv ~/LoRa_v4.0.1 ~/LoRa
BoccTaHoBUTb HacTpomnku B pamnnax local_conf.json v global_conf.json

Ecnu B BC-2 ncnonbsyetca GPS-moayns «MOD_EVA», To B danne global_conf.json
onuwns “ubx_timegps_control_enable” fomkHa 6bITb BKIOYEHA, T.€.
“ubx_timegps_control_enable”: true. B ocTtanbHbix cnyyasax, koraa GPS-moaynb
Ha3bIBAETCH MHAYe, 3Ta ONUMa OMKHA ObiTb BbIK/OYEHA, T.€.
“ubx_timegps_control_enable”: false.
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-

37195197219 - PuTTY

GNU mano 2.2.6 File: ...ket forwarder/lora pkt fwd/global conf.json

10. MNMepe3anycTnTb Npouecc nporpammsl Packet forwarder komaHaom
/etc/init.d/lora_watchdog start

O6HOBNEHME 3aBEPLLEHO.

PeBun3ms N2 16 ot 29.04.2019
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HACTPOWKA CTATUYECKOTO IP A/ BA3OBOMN CTAHL MU

Bera bC / PykoBoACTBO MO aKCMyaTaumm

HacTpowka cTtaTtmnyeckoro |P BbinonHaeTcs no-pasHOMyY A9 6a30BbIX CTaHLWIM NEPBOro
MOKONEHMS 1N 6A30BbIX CTAHLMI BTOPOIO MOKONEHNS.

Ons 6a3oBbix cTaHuum Bera BC-1 n Bera BC-2 HacTpoWKa BbIMOAHAETCS C MOMOLLbIO
TEPMUHANBHOM NPOrpPamMmMbl CNeAyOLINM O6Pa3OM:

1. TlNocne nogkntoyeHns K 6a30BOMN CTaHUMW B OKHe TepMmMHana PUuTTY Hy>XHO BBECTU

JTOTVH M MapOoib.

2. OTkpblTb darn nano /etc/network/interfaces - B aToM daline HanmTXU HACTPOMKM

aBTOpKM3aunn:

37.9.242.146 - PuTTY

GNU mano 2.2.6

File:

fetc/network/interfaces

24
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3. BHecTu nameHeHus, BblAeNeHHbIE KPACHbIM:

auto ethO
iface ethO inet
pre-up /bin/grep -v -e "ip=[0-91\+\.[0-9]\+\.[0-91\+\.[0-9]\+" /proc/cmdline > /dev/null

B pnaHHOM npumepe noka3aHa ycTaHOBKa cTaTtuyeckoro |P-agpeca
192.168.240.252 n wnio3a 192.168.240.1

STW 3HaYeHUs cnepyeT U3IMEHUTb Ha ApYyrve, Heo6xoauMble Ans Ballero
KOHKpeTHOro cnyyas

¢

4. OTkpbITb damn nano link_detect.sh - B 3ToM dpanne HanTm CTpoKy
if [ "SLINK_STATE" == "UP" | ; then
Y6enuTbCs, YTO MNOCNE 3TON CTPOKM MAET CTPOKaA
if [ -n "$S(cat /etc/network/interfaces | grep “iface SINTERFACE inet dhcp®)” |; then
YbennTbCs, 4TO nepen CTPOKOM
killall -15 lora_pkt_fwd
NPUCYTCTBYET CTPOKa
fi
(CM. pUCYHOK HMXe)
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E 192.168.0.107 - PuTTY ==
= E=a BN

GNU nano 2.2.6 File: /home/root/link detect.sh

"SLINE STATE" "S$PREV_LINK STATE"
"link state on S$INTERFACE changed: $PREV _LINEK STATE -> SLINK STATE"

"SLINK STATE™ rgp"
network/interfaces | grep "if

m

5. Ecau CTPOKN COOTBETCTBYIOT PUCYHKY BbllIE, - HNYETO MEHATb HE HYXXHO. Ecnm aTtux
CTPOK HET, TO X cnegyer [NO6aBUTb — N3MEHEHUS BblAENEHDI KPaCHbIM:

if [ "SLINK_STATE" == "UP"]; then

killall -15 udhcpc

udhcpc —R -t 5 —n —p /var/run/udhcpc.SINTERFACE.pid —i SINTERFACE

killall -15 lora_pkt_fwd

6. HabpaTtb reboot B KoMaHOHOM CTPOKe Ans nepesarpy3ku 6a3oBOM CTaHLWU C HOBbIMMU
HaCTPOWMKaMMU.
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Bera bC / PykoBoACTBO MO aKcMyaTaumm
A B [« o n [[+} T

Onsa 6a3oBbix cTaHuMM Bera BC-1.2 n Bera bC-2.2 HacTpoWKa BbIMOHAETCS C MOMOLLbIO

TePMMHANbHOW MNPOrpamMMbl Clefy oM 06pa3oM:

1. Tlocne nonkno4YeHUs K 6a30BOM CTaHUMKW B OKHe TepMuHana PuTTY Hy>KHO BBECTU

NOTVH M Napo/ib.
2. OTkpblTb darn nano /etc/network/interfaces - B aTOM daline HanmTK HACTPOMKM

aBTOpU3aLUM:
ip' | E]l[::]

GHU nano 2.2.6 File: fetc/network/interfaces Modified

random hwaddr
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Bera bC / PykoBoACTBO MO aKCMyaTaumm

3. A UIMeHHO BOT 3TW CTPOKMU:

4. [1ns paboTbl B peXmMMe CTaTU4ecKoro |IP, He06x0AMMO yb6paTb KOMMEHTUPOBAHNE CO
CTPOK C 3-1 MO 6-10, a TaKXXe yKasaTb CBOM NapaMeTpbl address, netmask 1 gateway.

5. 3aKOMMEHTUPOBaTb 2-t0 CTPOKY, - pe3ynbTaT Ha CKPUHLOTE Hmke (HO apyrue
3HaYeHKVs a4pecoB):

oo e |

GHNU nmnano 2.2.6 File: fetc/metwork/interfaces Modified -
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B pmaHHOM npumepe nokasaHa ycCTaHOBKa ctaTuyeckoro IP-agpeca

192.168.10.2 n wnio3a 192.168.10.1
3TW 3Ha4YeHUs cneayeTt MU3IMEHUTb Ha Apyrue, Heo6xoanmble ANs Ballero

KOHKpEeTHOro cny4as

6. HabpaTtb reboot B KOMaHOHOM CTPOKe Ansi nepesarpy3kn 6a3oBOM CTaHLWM C HOBbIMMU

HaCTPOWMKaMMU.
7. Tlepexon 06paTHO OCYLLECTBASETCS aHAaNOrNYHO.

PeBun3ms N2 16 ot 29.04.2019
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A B C O N K0T

HACTPOWKA BC-2 U BC-2.2 AN PABOTbI MO 3G

Ona pa6otbl 6a3oBoi ctaHuum BbC-2.2 no 3G HUKaKMX cneumanbHbIX
HacTpoeK He TpebyeTcs, KpoMe NMyHKTa 3, a UMeHHO - nponucaTtb APN
COTOBOrO onepartopa

HacTtpomnka 6asoBon cTaHuum bC-2 ans pa6oTtbl no 3G C MOMOLLBIO TEPMUHANBHOWM
NPOrpamMmbl OCYLLECTBASETCS B CIEAYIOLLEM MOPSIAKE:

1. TlNocne nogkntoyeHns K 6a30BOMN CTaHUMKW B OKHE TepMuHana PUuTTY Hy>XHO BBECTU
NOTUH W Maponb.

2. Y6eantbca, uto B danne nano /etc/ppp/peers/wvdial npucyTCTBYIOT CTpOKMU,
BblAe/IEHHbIE KPACHbIM:!

noauth
name wvdial

usepeerdns

Ecnuv 3TnX CTPOK HET, TO UX CnenyeT 106aBUTh.

3. Y6enomTbcs, uTo B danne nano /etc/wvdial.conf npucyTCTBYIOT CTPOKM, BblAENEHHbIE
KPACHbIM:
;Initl = ATZ
; Init2=ATQO V1 E1 §C1 &D2 +FCLASS=0

Modem Type = USB Modem
Baud = 460800
New PPPD = yes
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Modem = /dev/ttyACMO
ISDN =0
Phone = *99#

Password = beeline
Username = beeline

roe “internet.beeline.ru” 310 APN coTOBOro onepatopa, KOTOPbIM HYXXHO NOMEHSTH B
cooTtBeTcTBMM ¢ APN ncnonbdyemoro 6a3oBou CTaHuUMen onepaTtopa.

B paHHOM npumepe nokasaHa HacTpomnka 3G ana onepaTtopa bunaiiH
OTK 3HaYeHUs cneayeT USMEHUTb Ha Apyrue, Heo6xoaumMble Ans Balero
KOHKpPEeTHOro cay4as

ECnn CTpOKM COOTBETCTBYIOT PUCYHKY Bbllle, - HUYero, kpome APN, MeHSATb HE HY)>KHO.
Ecnu aTux CTPOK HeT, TO ux cnenyet Ao6aBUTb. [Tpnyém CTPOKM

CTaBATCA BMECTO CTPOKN

Init = AT+CGDCONT=L,"IP","internet.beeline.ru”

B nocnegHmx TpéX CTpokax dawnnia 3aJaloTCad HYXXHbIM TenepoH [AO3BOHA, UMK
NONb30BaTENS M MAPOIb (OTANYAIOTCS ANK KAKAOIO onepaTtopa COTOBOW CBSA3M):

Phone =
Password =

Username =

i

Mons Password n Username Henb3si OCTaBNATb NYCTbIMU, €C/IN 3TU NapaMeTpbl
HEe WCMONb3yOTCA COTOBbIM OMNEpPaTOpPOM, TO MOXHO HanucaTtb internet B
o60ux nonax
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4. Co3paTb CKpUNT Angd o6HoBAeHMs faHHbIXx DNS, nonyyeHHbIx OT onepaTtopa

nano /etc/ppp/ip-up.d/resolv_conf_update

HaTtb €MY MpaBa Ha BbINMOJIHEHNE, Ha6paB B KOMaHOHOW CTPOKE:

chmod +x /etc/ppp/ip-up.d/resolv_conf_update
5. [Jo6aBuTb MapamMeTpbl B aBTO3arpy3ky, Habpas B KOMaHOHOM CTPOKE:
update-rc.d gsm_init defaults

6. HabpaTtb reboot B KoMaHOHOW CTPOKe Ans nepesarpysky 6a3oBon CTaHLWM C HOBbIMMU
HACTPOWKaMM.

YT1006bI NepecTaTbh MCNONb30BaTh 3G MOAEM A5 CBA3M C CEPBEPOM /15 6A30BOMN CTaHLUMM
BC-2, HabpaTb B KOMaHAHOW CTpoKe update-rc.d -f gsm_init remove 1 nepe3anycTuTb 6a30BYIO
CTaHUWIO ANS MPUMEHEHMS HOBbIX HACTPOEK.

YTOOblI CHOBa HavaTb MCMONbL30BaTb 3G MOAeM A CBA3M C CepBepOoM A5 6a30BOW
cTaHuunn bC-2, HabpaTb B KOMaHAHOM cTpoke update-rc.d gsm_init defaults u nepesanyctutb
6a30BYIO CTAHLMIO ANS MPUMEHEHMS HOBbIX HACTPOEK.

basoBble ctaHumu bC-2.2 nepeknioyatorca ¢ Ethernet Ha 3G u o6paTHO
aBTOMaTU4YECKMU

PekomeHaauum ong 6a3oBbiX CTaHLWI, UCNOAb3YIOLWMX 6enbin IP, cMm. B [TpuaoxxeHum.

Mpyn ogHOBpeMEHHOM UCMNOJb30BaHUM ABYX KaHanos cBs3n Ethernet n 3G
cnenyeTt NOMHUTb, YTO NMPUOPUTET Npu nepeaadve aaHHbiIXx nMmeeT Ethernet, a
3G nucnonb3lyeTcs Kak pe3epBHbIN BapUaHT NMpu HEBO3MOXHOCTU CBSA3aTbCs C
cepBepom yepes Ethernet

Ny
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basoBsble cTaHUMK Bera BC fOMXKHbI XPaHNUTLCA B 3aBOACKOWM YMaKOBKE B OTarMBaeMbIX
nomelleHuax npu Temnepatype oT +5°C go +40°C 1 OTHOCUTENBHOM BNAXXHOCTU He 6onee

85%.

TpaHCNoOpTMPOBaHME 6a30BbIX CTAHLMN AOMYCKAETCS B KPbITbIX FPY30BbIX OTCEKax BCEX
TUNOB Ha Ntobble pacCTosHMS Npu TemnepaType oT -40°C go +85°C.
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6 KOMIJTIEKT MOCTABKW

ba3zoBasg cTaHUMS NOCTaBAsSETCA B cne,u,yrou.l,eﬁl KOMMNEKTaUunn:

ba3soBag ctaHumg Bera BC — 1 wr.
POE-agantep — 1 wr.

[MacnopTt — 1 wrT.
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M3rotoBuTenb rapaHTMpyeT paboTOCMOCOOHOCTb  6a30BOW  CTaHUMM U eé
KOMMNEKTYIOWMX B TeYeHMe 36 MecCaLeB CO AHS MPOLAAXKMN.

N3roToBuTeNb 06513aH NPEAOCTaBUTb YCNYr MO PEMOHTY WM 3aMEHUTb BbllIeALLee 13
CTPOS YCTPOMCTBO B TeYEHMNE 36 MeCALEB CO AHS NPOAAXKMN.

MoTpebuTtenb 06s3aH CO6OAATL YCIOBUS 1 NPaBUia TPAHCMOPTUPOBAHNS, XPaHEHWS 1
3KCnayaTaumMm, yKasaHHble B JaHHOM PYKOBOCTBE MOJb3OBaTENS.

[apaHTUNHbIE O653aTENbCTBA HE PACTPOCTPAHSIOTCS:

- Ha YCTPOMCTBA C MEXaHNYECKUMU, DNEKTPUYECKUMU U/UIN MHBIMU MOBPEXAEHUSIMN W
nedbekTaMy, BO3HUKLWIMMK MPU  HapyLEHUM YCNOBUA TPAHCMOPTUPOBAHUS, XpaHEeHUs U
aKchnyaTaumm;

- Ha YCTPOMCTBA B HEMOJIHOW KOMIJIEKTaUWm;
- Ha YCTPOWCTBA CO C/leflaMV PEMOHTA BHE CEPBUCHOIO LLEHTPA M3TOTOBUTENS;

- Ha YCTPOWCTBa CO C/leflaMu OKUCIEHUS UK APYTMX MPU3HAKOB NOMNaAaHNs XXUOKOCTEN
B KOPMYyC U3aenus.

Mpn BO3HWMKHOBEHUWN FapaHTUNHOIO Cry4as, cnenyeT 06paTUTbCS B CEPBUCHbBIN LLEHTP
no agpecy:

630008, r. HoBocmnbupck, yn. Kupoea, 113/1.

KoHTakTHbIN TenedoH +7 (383) 206-41-35.
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PEKOMEHAOALUWW MO YCTAHOBKE AHTEHHbI

AHTEHHa O6bl4YHO UMeeT KpenneHna ona yCTaHOBKU Ha 6anKy—Maqu. Onsa obecnevyeHms
MaKCWMabHOM OanbHOCTW CBS3M cnenyert cobnoaaTthb pekoMeHJaunm No YCTaHOBKE aHTEHHbI:

1. YcTtaHaBAMBaTb AHTEHHY CNeayeT Ha yanue, XXenaTe/ibHO Ha Kpbllwe 30aHNA (4yem BbilLE
- TEéM Nnydule, B 3aBUCUMOCTN OT OKPYXatoLwnxX 30aHKI). YCTaHOBKA aHTEHHbI B MOMeLLEeHNMU
3HaYNTENbHO ocnabngeT YYBCTBUTE/IbHOCTb aHTEHHHbI.

2. Heob6xoammo ypansaTb MeCTO YCTAaHOBKM KaKk MOXHO Aasfblie OT aHTEeHH COTOBOWM
cBa3n. [1pn HaCTpomKe OCOBEHHO BaXXHO MaKCKManbHOE yaaneHune oT ApYyrMx aHTeHH. [locne
NpOBeAEHMS BCEX TECTOB MOXXHO aHTEHHY CHOBA NPUBAN3UTb K aHTEHHAM COTOBOW CBSA3M, €CU
Ka4yeCTBO CBA3U YAOBNETBOPUTESNIbHOE.

3. AHTEHHa He JOMKHa CTOATb B HEMOCPEACTBEHHOW BAM30CTM OT Nperpag (nopsaka 2-
X METPOB OT Nepun, CTEH M NPoYero). YyBCTBUTENBHOCTb B CTOPOHY Nperpaabl 6yAeT CHUXEHaA.

4. ba3oBas CTaHUMS TaKXKe AOJKHa OblTb YCTAaHOBIEHA B HEMOCPEACTBEHHOW 6AM30OCTH
OT aHTEHHbI - Ha ANMHY KOAKCUaNbHOro NpoBoAa aHTeHHbl. JJOonoNHUTENbHOE YyBeNnYeHune
OJVHbl  Kabenss Mexay aHTeHHOM W 6a30BOM CTaHuuen 6yaeT npuBOAMTb K MoTepe
4yBCTBUTENbHOCTU aHTEHHbI.

? Hanpumep, 25 meTtpoB kabena RG-58 ocnabnsoT curHan Ha 140bm, T.e. ecnm
BeLWaTb C MOWHOCTbIO 14abM (25MBT), TO Ha aHTeHHe 6yaeT MOLWHOCTbL IMBT

5. CnenyeT yunmTbiBaTb AMarpamMmy HarmnpaBJleHHOCTM aHTEHHbl. B ropur3oHTanbHOM
MIOCKOCTW aHTEHHA MMEET KPYroBYHO HamMpaBfeHHOCTb, HO B BEPTUKANbHOW HET. [1o3TOMy
HEeNnocpenCcTBEHHO NOA aHTEHHOM KaYeCTBO CBA3N BYAET XY)Ke, YEM B HEKOTOPOM yAaNEHNM OT
Heeé.

36 PeBun3ums N2 16 ot 29.04.2019



Bera bC / PykoBOACTBO MO 3KCMayaTaumm : BEEE

A B C O N K T

PEKOMEHAOAUWW NMPU NCTNOJIb3OBAHUWN BC B CETW C BEJIbIM |P

B cnydvae, ecnn BC wncnonblyeTrcs B ceTu C 6enbim IP, pekomeHayeTcs M3MEHUTb
CTaHZAapTHble HOMepa NopTOB ssh 1 telnet Ha apyrue. 2To cnenyeT NPUHUMAaTbL BO BHMMaHME
npwn Npobpoce MopToB. [locnenoBaTeNnbHOCTb AENCTBUIM O USMEHEHUS MOPTOB dropbear n
telnetd Ha camown BC onuncaHa HMxe.

Y106bl UI3BMEHUTb NOPT SSh:

1. B KOMaHOHOWM CTpOKe TepMKHanbHOW nporpammsbl BBecTu /etc/init.d/dropbear stop
2. OTkpbITb dparn nano /etc/init.d/dropbear

>_|192.168.0.231 - PuTTY

GNU nano 2.2.6 Jetc/init. d/dropbear

#

PATH=/usr/ / / Jhin: /shin: /bin: fusr/shin: fusr/bin
DAEMON=,

NAME=dropbe

DESC="Dropbear S55H server”

DEFAULTCFG=/etc/default /dropbear

DROPEEAR_PORT:
D BEAR_EXTRA_ARGS
MO_START=0

3. Hantn ctpoky DROPBEAR_PORT=22 ” u3MeHWTb CTaHOApPTHbIM MOPT «22» Ha
APYroun, Nocne Yero CoxpaHuTb dan.
4. B KOMaHAHOW CTpOKe TepMUHanbHOM NporpaMmbl BBecTu /etc/init.d/dropbear start
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Y106bl U3MEHUTL NOPT 23 telnet:

1. BBecTu B KOMaHAHOM CTPOKe TepMUHaNbHOM Nporpammbl /etc/init.d/telnetd stop
2. Beectn B komaHgHow cTpoke killall -15 telnetd
3. OTkpbITb darn nano /etc/init.d/telnetd - HanTn cTpokm:

> | 192.168.0.231 - PuTTY

GNU nano 2.2.6

netd=,/usr/sbhin/telnetd

"ftelnetd”™

ftelnetd

"stopping telnet daemon™
op-daemon --stop --gquiet --pidfile /var/run/telnetd.pid

4. [1o6aBUTb TO, YTO BbIAENEHO KPACHbIM (BMECTO «2224» yKa3aTb HY)XXHblA HOMeEp
nopTa):
telnetd=/usr/sbin/telnetd

start-stop-daemon --start --quiet --exec Stelnetd
5. CoxpaHnTb Gain 1 BBECTN B KOMaHAHOM cTpoke /etc/init.d/telnetd start
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